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Data Protection – Staff and Volunteer Responsibilities Policy (EcoCounts)
Introduction
This Data Protection Policy sets out how EcoCounts (“we”, “our”, “us”) processes data for a wide range of purposes including community engagement, marketing, carbon footprint support, newsletter communications, volunteer management, general administration and volunteering.  Some of this data relates to individuals such as our staff and volunteers, our business contacts, and other third parties.  This is known as “personal data”.  The privacy policy on our website sets out more detail about this.  	Comment by Lewis Silkin: Please confirm whether you have any workplace privacy notice aside from the one on the website. 	Comment by Alex Wilson: Adam to update
“Processing” of personal data covers anything done in relation to that data.  For example, it includes storing it, sending it to someone else and amending or deleting it.
As you are working for or engaged by EcoCounts, it is essential that you are aware of our responsibilities in relation to data protection and that you do what you can to ensure we meet these.  As explained below, we are required to comply with a number of data protection principles.  
Scope of policy
This policy applies to anyone working for or engaged by us and involved in the processing of personal data in the UK.  This includes, but is not limited to, all staff and volunteers, trustees, charity secretaries, safeguarding leads, co-ordinators, ambassadors, influencers, graphic designers, contributors, participants, consultants, freelancers, and interns.  When we use the terms ‘staff’, ‘volunteer’ or ‘engagement’, we mean all of these categories.   
Management responsibilities
The trustees have overall responsibility for data protection, compliance with data protection legislation and ensuring that we have management and other systems in place to meet our responsibilities.  
The [Information Security Officer] is responsible at an operational level for data protection, compliance with data protection legislation and implementing management and other systems to meet our responsibilities.  The [Information Security Officer]’s email address is [INSERT].  	Comment by Lewis Silkin: This is the responsible person. We discussed this may be the new governance trustee. It is not a statutory role for this policy, but instead the person responsible for data protection queries etc.

As discussed, you could also consider appointing a Data Protection Officer (DPO) - an individual appointed to monitor the internal compliance and advise on data protection obligations, independent and an expert in data protection.  You are not required to appoint a DPO as you do not currently process “special categories” of data.
Data protection principles
In brief, as an organisation processing personal data, we must comply with the data protection principles.  These state that when we process personal data:
· We must do so fairly, transparently and lawfully;
· We may only process it for specified and lawful purposes;
· It must be relevant for our purposes, accurate and kept for no longer than necessary;
· We must do so in a way that ensures appropriate security and must protect it from unauthorised and unlawful processing and against accidental loss or damage;
· We must ensure that we uphold any rights that individuals may have in relation to their data.
In performing your role and carrying out your responsibilities, you must do your best to ensure that we comply with these principles.  It is particularly important that staff do all they can to ensure that data is kept securely and safely and that procedures designed to achieve this are followed.  
Compliance requirements
Comply with policies
Along with this policy, you must comply will all policies that we establish relating to data and any guidance we give.  This includes the following: 
· Privacy Policy which can be found here
· [other policies?] 	Comment by Lewis Silkin: Please confirm.	Comment by Alex Wilson: Adam do we have any other policies in relation to data?
At all times, you must also follow all reasonable directions and instructions relating to data security and privacy.
Proper purposes
Only use data processed in connection with your work for the purposes for which we created or obtained it.  Do not use it in a different context.  For example, if you receive information about a volunteer applicant in relation to a specific voluntary application, you should only use it for those purposes.  You must not use it in relation to a different role unless we have made it clear to the applicant that we may hold the information on file and consider it in connection with other roles.  
We recognise that you may use personal devices (such as laptops, tablets, smartphones, handheld computers or external storage devices) for EcoCounts work. To comply with this policy using these devices, you must not store sensitive or personal data processed during work for EcoCounts, unless required by your job function. 
Data security
Keep data secure.  Amongst other things, you must at all times use your best efforts to do the following:
· Passwords and logins
Change your password regularly and keep them sufficiently long and complex.  Do not disclose passwords or login details or give passes or key cards to anyone else.
· Lock screens
Keep your screen locked when you are away from your desk to prevent unauthorised users from accessing data.
· Securing device, encryption and password protection
Ensure that all laptops, memory sticks, phones and other mobile devices containing personal data are password protected and have encryption where feasible.  Physically secure the device against loss, theft or use by persons who we have not authorised to use the device.  You must secure the device whether or not it is in use and whether or not it is being carried by you.
· Sending emails 
If you send an email, make sure that it is addressed to the person to whom you intend to send it.  
· Printers
If you send a document with personal data to print, do not leave it on the printer where others may see it. 
In the event of a lost or stolen device, or where you believe that a device may have been accessed by an unauthorised person or otherwise compromised, you must immediately report the incident to the [Information Security Officer].
Cloud providers
Never upload our data to a cloud provider unless you know that we have approved its use.  Any such backups inadvertently created must be deleted immediately.  

Transferring data outside the UK
We must not transfer data outside of the UK unless appropriate protections are in place.  Do not send data to organisations outside of the UK without checking with the [Information Security Officer].  
Disclosure outside the organisation
Think carefully before sending data outside the organisation.  Do not disclose it to persons outside unless you know that they are authorised to receive it and have a proper purpose.  For example, do not disclose data about other volunteers to external organisations – unless you know it is appropriate.  If you are not sure how best to handle data, receive an unusual request from an unusual source or have any other queries about the handling of data, ask the [Information Security Officer].
Third party service providers 	Comment by Lewis Silkin: Please confirm if this applies to you.	Comment by Alex Wilson: Adam does this apply to us?
From time to time we are likely to contract with service providers to process data on our behalf (e.g. with cloud services or marketing analytics).  If we do, we are required to impose obligations on the processor relating to matters such as confidentiality, security and inspection.  If you are responsible for contracting for such services, you will need to consider data protection and should speak to our [Information Security Officer].  
Building data protection into our systems
[bookmark: _Hlk219473497]We are required to take measures with a view to processing data only in so far as necessary for our specific purposes and seeking to minimise the data processed.  In particular, when contracting for or implementing new systems we should, if practicable, seek to build in technical and organisational safeguards.  If you are involved in commissioning or working on the specification for a new system, you should discuss our approach with our [Information Security Officer].  
Data protection impact assessments
A data protection impact assessment (DPIA) is a tool to identify, consider and, if practicable, reduce privacy risks.  Although assessments can be used in many contexts, where there is likely to be a high risk to privacy, we are required to carry out an assessment.  If you are involved in a project that may involve such risks, you should discuss our approach with our [Information Security Officer].  
Data subject rights 
Data subjects (individuals in relation to whom we process personal data) have various rights including the right of subject access (to be told of data processed about them), to have inaccurate data corrected and to have processing restricted or data erased.  Whether and how these rights apply depend on the circumstances.  If you receive a request by an individual exercising a right (or think that he or she may be doing so), you should tell our [Information Security Officer] as soon as possible.  
Procedure on termination of your engagement 
If your engagement with us is terminated, all personal data processed or collected as part of your work for EcoCounts must be wiped from all devices.  
Direct marketing
We are subject to certain rules and privacy laws when engaging in direct marketing (for example, when sending marketing emails).
The right to object to direct marketing must be explicitly offered to the data subject in an intelligible manner.  A data subject's objection to direct marketing must always be promptly honoured.  If you receive a request from a subscriber to opt out of marketing at any time, the data should be suppressed, only retaining just enough information to ensure that marketing preferences are respected in the future.  If you are unsure on how to comply, you should consult our [Information Security Officer].	Comment by Alex Wilson: Do we do this?	Comment by Alex Wilson: Do we have a process for unsubscribing that is automated?
What to do if things go wrong – data breach
If a data breach occurs, it potentially puts individuals’ privacy at risk.  This is treated seriously both by us and by the statutory regulator who has power to impose large fines.  
A data breach occurs where there is destruction, loss, alteration or unauthorised disclosure of or access to personal data which is being held, stored, transmitted or processed in any way.  For example, there is a data breach if you lose a laptop or a USB stick or if you send an email to the wrong person by mistake.  
If you discover a data breach, you must notify our [Information Security Officer] immediately – and preferably within one hour.  Depending on context, you may then need to provide further information on the circumstances of the breach.  
Failure to notify a breach or to provide information as set out above will be treated seriously and disciplinary action may be taken.
No-one feels good if they leave a laptop on a train or if it is snatched from them in the street.  Losing the data or exposing it to risk is much more important to us than losing the equipment.  Do not delay – report it.  As an organisation we may need to notify the data breach to the regulator – and must investigate and notify within a tight timeline: 72 hours.  
Training and guidance
We will provide training and guidance to staff to ensure that they understand their responsibilities.  Please also see Annexure 1 to this policy which lists the regulator’s website for further information.  
Enforcement of this policy
You must comply with this policy and do your best to ensure that it is followed in your day-to-day work.  Breaches of this policy will be taken seriously.  In serious cases, particularly when data is put at risk (e.g. a data breach) non-compliance may result in dismissal. 
Status of this policy
This policy does not form part of your contract of employment.  Although you must comply with the policy, it does not in itself create contractual rights or obligations.  We may amend it at any time but will make any amendments available to you.  Nothing in this policy is intended to create an employment relationship between us and any non-employee providing services to us.



Annexure 1 – Regulator details

If you are engaged in the United Kingdom the following additional information applies.
The statutory regulator is the ICO.
	Data controller
	Address

	EcoCounts CIO, reg #1196590
	1 Hargrave Road, London N19 5SH, UK



	Information Security Officer
	Organisation
	E-mail address

	[Information Security Officer]	Comment by Lewis Silkin: Insert name of ISO / relevant details.
	EcoCounts CIO
	[E-mail address]
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